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Land Operations in the Year 2020 (1L.O2020)
(RTO TR-8)

Executive Summary

This study, which was requested by SHAPE, identifies the most critical key and emerging technologies
and the impact they will have on military land forces in the year 2020. It also addresses the likely
nature of the battlefield, the types of land forces, and their characteristics and capabilities. This will
help NATO plan its research and development, and SHAPE will use it as input to the NATO Defence
Planning Process. ‘

Main Conclusions

Although there will be a wide range of demands on NATO forces in 2020, the highest priority is the
ability to fight a full-scale conflict. War-fighting must remain the basic ethos, but with the ability to
adapt to other types of operation. Enhanced protection against the full spectrum of attacks must be
incorporated into NATO doctrine and force structure.

The battle space in 2020 will be variable in density, non-linear, and more dispersed. It will be cellular
in pature, multi-directional and increasingly determined by what is above the battlefield in air and
space. The most demanding, yet probable, environment for conflict is likely to be urban.

Interoperability will continue to pose a challenge as NATO incorporates new members. Harmonisation
of doctrine, information systems, and communications is essential.

Information dominance and superiority will remain a key military objective.
Reduction in logistic drag will be essential for effective military operations in 2020.
Impact of Technology

Force structures will need to. change in order to exploit technology to the fullest.
The following broad technology areas are deemed to be of special importance:

High Power Electrical Technologies, Directed Energy Weapons, Computing Technologies,
Communication Technologies, Electronic/Information Warfare Technologies, Electronic Devices,
Biotechnology, Structural Materials Technologies, Human Factors and Man-Machine Interfaces,
Precision Attack Technologies, and Automation and Robotics.

Each of these areas is underpinned by a large number of basic technologies. Four key emerging
technology areas were identified for further research projects:

High Power Battléﬁeld Electrical Systems, Biotechnology, Micro Electrical-Mechanical Systems
(MEMS), and Novel Energetic Materials.

Several emerging technology applications were also identified:

Precision Attack, Sensing, Information Fusion, Digitisation, Non-Lethal Weapons and Barriers,
Robotics, Simulation and Synthetic Environments, and Modular Systems.




Advances in these areas will contribute to tempo, sustainability, manoeuvre, protection,

interoperability, acquisition, force structure, and soldier systems — all the major military requirement
~ areas identified in the study.

Major Recommendations

* NATO should provide the focus for the development of key technologies with special emphasis on
standardisation and interoperability between member nations.

® The NATO Research and Technology Organisation should initiate studies or collaborative research
programmes on the most promising emerging technologies.

* SHAPE should consider the conclusions and recommendations of this study for inclusion in the
2000 Defence Planning Cycle.

* SHAPE should establish a NATO military working group to study joint and combined concepts and
doctrine.

A fuller overview follows the contents list.

iv




Opérations terrestres a I’horizon 2020 (1.O2020)
(RTO TR-8)

. | Synthese

. Cette étude, qui a été réalisée a la demande du SHAPE, identifie les technologies clés et naissantes les
plus importantes et leur impact sur les forces militaires terrestres a I’horizon 2020. Elle examine
€galement la nature probable du champ de bataille, les types de forces terrestres, leurs caractéristiques
et capacités. Elle sera d’une grande utilit€é pour la planification des activités de recherche et
développement de I’OTAN et servira au SHAPE dans le cadre de sa contribution aux Procédures de
planification de la défense de I’OTAN.

Conclusions principales

Vraisemblablement, les forces de I’OTAN seront appelées a réaliser des interventions trés diverses
d’ici ’an 2020, mais la priorité numéro un demeurera la capacité de livrer une bataille de grande
envergure. La conduite de la guerre doit subsister en tant que ligne directrice, mais avec la possibilité
d’adaptation & d’autres types d’opérations. La protection renforcée contre I’éventail complet d’attaques
possibles doit étre incorporée dans la structure des forces de I’OTAN, ainsi que dans sa doctrine.

L’espace de bataille de I’an 2020 sera variable en densité, non-linéaire et plus dispersé. Il sera de
nature cellulaire, multidirectionnelle, et de plus en plus déterminé par les €léments aériens et spatiaux
se trouvant au-dessus du champ de bataille. L’environnement urbain sera I’environnement de conflit le
plus difficile, mais en méme temps le plus probable.

L’interopérabilit€¢ continuera de poser des problemes avec I’élargissement de 1’OTAN.
L’harmonisation des doctrines, et des systémes d’information et communications est essentielle.

La domination de I’information et la supériorité demeureront un objectif militaire clé.

La diminution des délais d’acheminement de la logistique sera indispensable a la réussite des
opérations militaires en 1’an 2020.

1L’impact des technologies

1l faudra procéder a des changements au niveau des structures des forces afin de profiter au maximum
des nouvelles technologies.

Les grands domaines technologiques suivants sont jugés d’une importance particuliére :

Les technologies électriques & grande puissance, les armes a énergie dirigée, les technologies de
I'informatique, les technologies des télécommunications, les technologies électronique/de la guerre
de I'information, les dispositifs électroniques, la biotechnologie, les technologies des structures et
matériaux, les facteurs humains et les interfaces homme-machine, les technologies d’attaque de
précision, I’automatisation et la robotique.

Chacun de ces domaines est soutenu par un grand nombre de technologies de base. Quatre nouveaux
domaines technologiques clés ont été désignés pour de futurs projets de recherche :

Les systtmes électriques militaires de grande puissance, la biotechnologie, les systémes
microélectriques-mécaniques (MEMS) et les matériaux énergétiques novateurs.




Un certain nombre de nouvelles applications technologiques ont également été identifiées :

attaque de précision, télédétection, fusion des données, numérisation, armes non-létales et barriéres,
robotique, simulation et environnements synthétiques et systeémes modulaires.

Les progres réalisés dans ces domaines apporteront leur contribution au rythme des opérations, au
soutien des forces, 4 la manoeuvre, a la protection, 2 I’interopérabilité, aux approvisionnements, 2 la
structure des forces et aux systémes d’infanterie — en somme, & ’ensemble des grands domaines
militaires identifiés par cette étude.

Recommandations principales

® L’OTAN doit étre le point de convergence pour le développement des technologies clés en
privilégiant la standardisation et I’interopérabilité entre pays membres.

® L’Organisation pour la recherche et la technologie de I’OTAN doit lancer des études et des projets
de recherche en coopération sur les technologies naissantes les plus prometteuses.

* Le SHAPE doit réfléchir a la possibilité d’inclure les conclusions et les recommandations de cette
étude dans le cycle de planification de la défense & 1’horizon 2000.

* Le SHAPE doit établir un groupe de travail militaire OTAN pour étudier des concepts et des
doctrines interarmées multinationaux.

La table des matiéres est suivie d’une synthése plus compléte.
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1. CHAPTER 1 - INTRODUCTION
1.1 INTRODUCTION
1.1.1 Purpose

The purpose of Long-Term Scientific Study 49 on Land Operations in the Year
2020 (LO2020) is to identify the types of land forces and their capabilities and
characteristics that will be required on the NATO Battlefield in the year 2020 for

warfighting and other military operations. This information will provide SHAPE,

and subsequently the major NATO Commanders, with a basis for long-term
requirements and defence planning guidance.

The study accomplished its aim by considering the availability and impact of new
technologies that have the potential to appear in fielded weapon systems in the
2020 timeframe. The specific objectives of the study were to:

. identify and describe the likely nature of the battlefield in 2020,

. identify the types of land forces NATO needs in 2020,

. identify the required capabilities and characteristics of future land
forces,

. assess the impact of technology on future battiefields and the
desired characteristics for NATO Forces in 2020,

. recommend directions for Allied and national research and

development to support land operations, and

. provide inputs to the Defence Requirements Review (DRR) and
Force Goal Cycle.

1.1.2 Study Methodology

In the armaments development process requirements pull technology to develop
weapon systems and technology pushes requirements to specify more capable
weapon systems. With this in mind the LO2020 study was organised into two
groups, a Military Steering Group (MSG) and a Technical Study Group (TSG).
The study used a two-directional approach during the initial phase. The MSG
provided a battlefield picture that defined the requirements for forces and their
capabilities and characteristics. Concurrently, the TSG developed a list of
technologies believed to have the highest potential for military applications and a
description of potential specific uses and benefits. During the final portion of the
study, the two groups combined into a single study group to complete the work.

Phase 0 - Study Initiative. An initial survey was carried out to determine the
content, management, time scales, and resource requirements; and a Terms of
Reference for the conduct for the LO2020 Study was written and approved.
Initially, seven nations participated -- Canada, Denmark, France, Germany, The
Netherlands, United Kingdom, and United States. Turkey joined the study in
March 1998 and Greece joined in June 1998.

Phase | — Search. During Phase | the MSG and TSG functioned along two
parallel paths. The MSG produced three documents to define the requirements
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and assist the TSG in identifying technologies --
(@)  Nature of the Battlefield (Annex 1),
(b)  Force Description (Annex 2), and

(c) The Derivation of Capability Requirements from the Nature of the
Battlefield (Annex 3).

The TSG produced a technology list using both top-down and bottom-up
approaches. The TSG also identified and described the underpinning -
technologies needed to support higher level system development (Annex 4).

Phase Il — Integration. In November 1997 the MSG and TSG were combined into -
a single study group. The study group conducted a Critical Technology Exercise

to identify the most significant technologies based on military effectiveness,

feasibility, and cost (Annex 5). Next, future weapon systems were proposed

using the critical technologies to meet the requirements specified by the MSG.

These proposed weapon systems were “fought” in a Technology Seminar

Wargame (Annex 6) to identify the most significant weapon systems and thus,

the technologies required to build the weapon systems were identified.

During this phase, the Maritime Operations 2015 (Annex 7) and Aerospace
Operations 2020 (Annex 8) studies were reviewed to identify results of value to
the Land Operations 2020 study.

A key effort during this phase was matching technological opportunities with the
required force capabilities and characteristics that are not optimally satisfied by
technologies currently in hand. Characteristics, such as likely maturity to be
ready for engineering development in 2010, anticipated cost, and the scope of
application, were addressed. A list of emerging technologies that satisfies the
force capabilities and characteristics was produced using the expert opinions of
both scientists and military operational specialists. An Initial Report was written
and delivered to the Studies, Analysis and Simulation (SAS) Panel midway
through Phase Il.

Phase Ill — Review and Analysis. This phase included the review of all relevant
documents developed during the course of Phases | and Il leading up to the
Multi-National Exercise and Final Report. A Working Paper was written to
present the results of Phase | and Il and to stimulate discussion during the Multi-
National Exercise leading to completion of the Final Report.

1.2 ASSUMPTIONS ' -

The study used the conservative assumption that no major technological
breakthroughs will occur before the year 2020. The technologies considered in -
the study are well known and currently under development or part of a research
effort.

The engineering application of each technology identified in the study is assumed
to be sufficiently mature to produce and field a weapon system by the year 2020.
Expert opinion was used to eliminate technologies that were not expected to be
sufficiently mature by 2010 such that a fielded weapon system could be produced




and delivered by 2020. In practical terms, the study concéntrated on emerging
technologies that will be mature enough for engineering development by the year
2010.

It was assumed that robust logistic support will be available in 2020 to support
the weapon systems identified and will be developed concurrently with the
weapon systems. Logistics issues were not a direct consideration of this study.

Continued progress toward total battlefield digitisation with the resulting
availability of a mature information infrastructure in 2020 was assumed. The
technologies needed to produce and field a digitised infrastructure were identified
and considered during the Critical Technology Exercise. However, battlefield
digitisation was not considered as a weapon system itself during the Technology
Seminar Wargame.

1.3 BACKGROUND

In March 1995 SHAPE announced the need for a study on the implications of
new technologies for NATO’s land forces operations in the year 2020 to paraliel
ongoing studies for Maritime and Air Force operations. SHAPE specified that the
results be available for use during the Force Goal 2000 Process via the Defence
Requirements Review '99 (DDR 99). The DDR 99 process began in December
1997 and ends in April 1999.

In April 1995 a concept paper was circulated to members of AC/243 (Panel 1) for
consideration prior to discussion at the next Panel 1 meeting. In September 1995
the agenda for a 30 October 1995 Panel 1 meeting containing a proposal for a
Long Term Scientific Study (LTSS) on the implications of new technologies for
NATO's Land Forces Operations in the year 2020 (LO2020) was circulated. At
the October 1995 meeting members of Panel 1 accepted the proposal for the
LO2020 study. SHAPE also agreed to establish a Military Steering Group for the
study, chaired by the SHAPE Land Section, with participation from military
representatives of the participating nations. COL Joseph A. Roszkowski was
designated the MSG Chairman in December 1995. GEN Johnnie E. Wilson,
Commander, U.S. Army Materiel Command, signed an LO2020 Charter in
February 1996 and designated COL James F. Bald, Jr. as Study Director.

in April 1996 the Defence Research Section LO2020 approved the Terms of
Reference for Long-Term Scientific Study 49 on Land Operations 2020 (L0O2020)
with the United States as lead nation. LO2020 was later designated SAS-006 in
the Studies, Analysis and Simulation (SAS) Panel after formation of the Research
and Technology Board (RTB) in 1997. In August 1997 COL Albert B. Garcia
succeeded COL Bald as Study Director and COL Neil R. Buthorne succeeded
COL Roszkowski as Chairman, Military Steering Group.

1.4 INTERNATIONAL SECURITY ENVIRONMENT

The international security environment can be expected to remain in a state of
flux well into the 21st Century. Despite the greatly improved security conditions,
residual risks to the Alliance will remain from the Cold War Period though not
directly attributable to the Cold War. New dangers have emerged and more can




be expected. |t is not possible to predict either the time or the place these
dangers may erupt into future conflict, but ostensibly the future security
environment will be characterised by variety and uncertainty. With the absence
of a superpower confrontation in the near term, the current scope and pace of
NATO operations, therefore, can be expected to continue along the same lines or
increase for the foreseeable future.

NATO Armed Forces will continue to perform their long-standing roles of
collective defence, deterrence, compellence, and support to the Alliance.
Shaping the international security environment will continue to be a major role for
NATO military forces. Diplomatic and economic initiatives will play key roles in
this endeavour; however, shaping the environment ultimately will require the
limited application of military power to achieve long-term goals of regional and
international stability, improved economic climates, and increased democracy.

To accomplish its multiple roles, the NATO land force structure and design must
provide the capabilities necessary to operate across a broad spectrum of conflict
in peacetime, crisis, and war; to perform effectively throughout the full range of
military operations; and perform successfully at the tactical, operational, and
strategic levels of war. Clearly, NATO military force structure will require
significant revision to meet the current challenges, and more importantly, the
challenges that lay ahead on the horizon for the year 2020.

1.5 TECHNOLOGY

Technology is advancing at an ever-increasing pace that presents both
opportunities and challenges for military equipment and weapon systems
development. Declining defense budgets means that defense research is a
relatively minor player on the world scene, especially in the areas of computer
technologies, information technologies, communications and biotechnology,
which are advancing rapidly. However, there are inherent vulnerabilities within
these civil technologies that have to be addressed before they can be fielded as
military systems. Defense research must, therefore, identify the key and
emerging technologies and draw upon them to focus its limited funding on
technologies that will make a significant impact upon the future military
capabilities in the year 2020. This study identifies the most critical key and
emerging technologies and the impact they will have on military land forces in the
year 2020.




2. CHAPTER 2 - CHALLENGES OF THE BATTLESPACE 2020

2.1 AIM AND SCOPE

This Chapter identifies the challenges of the battlespace’ facing NATO in 2020. It
highlights those that are likely to endure and those that will be new. It draws
together the implications from the nature of the battlespace described in Annex |,
the force description of Annex Il together with the Components of Capability
discussed in Annex lll. It considers the challenges arising from the broad
spectrum of political, social, economic, military and scientific factors, although the
emphasis in this Long-Term Scientific Study is on the technological drivers and
shapers.

2.2 NATURE OF THE BATTLESPACE
2.2.1 Seamless Spectrum of Conflict

in the 2020 battiespace, NATO must be prepared to conduct operations in a
seamless spectrum involving conflict prevention, conflict and post-conflict
activities. Operations will be multi-faceted, interrelated and often prolonged, in an
increasingly joint and combined context. NATO will have expanded and
extended its influence. This may strengthen the Alliance, but it may complicate
the political dimension, and increase the disparity of national capabilities. There
will be no neat classification of operation by type: potential adversaries may
range from one extreme of large, all-arms, broadly similarly equipped regular
forces (see Annex I: View 1), to the opposite extreme of irregular insurgents and
terrorists who may not be identified with nation-states, and whose structure,
sophistication, doctrine, training and ethos range from the similar to the radically
dissimilar (see Annex I: View 2). There has been extensive use of these two
views in this study. In reality, conflict is likely to be a complex amalgam of each
view, constantly shifting in emphasis between the two.

2.2.2 Force Components of Capability

Potential adversaries will, to a large degree, have transformed from industrial-age
to information-age forces by 2020. Equipment and systems may be drawn from
the entire range of capabilities, including legacy systems, state-of-the-art
platorms and weapons of mass destruction. There will be much greater
exploitation of space, cyberspace? and the electromagnetic spectrum. Formations
are likely to be smaller, expeditionary® and joint. The emphasis will be on
deployable, versatile, flexible force, applied at high velocity and precision, at
increasingly long-range, with, if necessary, intense and overwhelming violence.
A detailed description of these and other characteristics of the component military
capabilities required in 2020 is in the “Force Components of Capability (FCC)" at
Annex lll. FCCs have been used throughout this study as a framework for
analysis of the underpinning technologies. A summary of the core components of

! The term battlespace encompasses the whole of time, space, perception, and activity. its use here seeks to convey the
many dimensions of conftict which extend beyond the more limited concept of a battlefield.

2 Cyberspace is defined as “The sum of the globe’s communication links and computational nodes” (Libiki, Martin: “The
Emerging Primacy of Information).

3 The term expeditionary has different meanings and conotations amongst member nations. Here, itis defined as
operating a long way from the home base, and, usually, without the benefit of host nation support.




capability from which these characteristics were derived is shown in the following
table:

MANOEUVRE Movement, Direct-Fire, Mobility,
Counter-Mobility, Influence

FIRE SUPPORT Process and Engage Ground Targets

PROTECTION Air Defence, Active and Passive

Protective Means, Security, NBC

CONTROL OF ELECTROMAGNETIC Manage and Assess Own Use, Assess
SPECTRUM and Deny Enemy Use

COMMAND AND CONTROL Acquire, Communicate, and Assess
Information, Plan, Direct, Co-ordinate,
Disrupt/Deceive/Destroy Enemy
Command and Control, Manage Public
Information

INFORMATION AND INTELLIGENCE Collect, Process and Disseminate,
Formulate and Direct Effort

SUSTAINABILITY Physical and Psychological Support to
the Soldier, Supply and Support Materiel
and Infrastructure

DEPLOYABILITY Generate, Train, Mount, Deploy and

Insert

Table 2-1 - Core Force Components of Capability
2.2.3 Battlespace

The battlespace in 2020 will be variable in density, non-linear and more
dispersed. It will be cellular in nature, multi-directional and increasingly
determined by what is above the battlefield in air and space. The 2020
battlespace is thus the whole of time, space and activity. Above all, the term
comprehends the fight for perceptions, hearts and minds. It recognises that
conflict and the prevention of conflict will continue to be essentially a battie of
wills, and that moral superiority and dominance--the decisive imposition of will--is
central to success. Herein lie the challenges of the battiespace 2020 that this
chapter seeks to address.

2.3 ENDURING FACTORS
2.3.1 The Soldier

Conflict is, and will remain, essentially a human activity in which man’s virtues of
judgement, discipline and courage--the moral component of fighting power--will
endure. To out-think, break, and if necessary, kill an opponent, whilst retaining
the moral high ground, will be fundamental--if not essential--to success. Itis
difficult to imagine military operations that will not ultimately be determined
through physical control of people, resources and terrain--by people. Thus NATO
will continue to demand high standards of leadership, the core values of
selflessness, self-reliance, moral and physical courage and integrity, and an




ethos of fighting spirit in its soldiers. A challenge to NATO lies in the erosion of
these qualities by the changing nature of contemporary values in its Westem
Society. Implicit, is the enduring need for well-trained, well-equipped and
adequately rewarded soldiers. New technologies will, however, pose significant
challenges to the art of soldiering: they will increase the soldier’s influence in the
battlespace over far greater ranges, and herald radical changes in the conduct,
structures, capability and ways of command. information and communication
technologies will increase his tempo* and velocity of operation by enhancing
support to his decision-making cycle. Systems should be designed to enable the
soldier to cope with the considerable stress of continuous, 24-hour, high-tempo
operations, facilitated by multi-spectral, all-weather sensors. ~ However,
technology will not substitute human intent or the decision of the commander.
There will be a need to harness information-age technologies, such that data
does not overcome wisdom in the battlespace, and that real leadership--that
which makes men fight--will be amplified by new technology. Essential will be the
need to adapt the selection, development and training of leaders and soldiers to
ensure that they possess new skills and aptitudes to face these challenges.

2.3.2 Presence

The need for decisive and dominant presence, morally and physically, and often
over extended periods, will remain a unique and enduring feature of land
operations. This will conflict with increasing political and public demand for quick,
decisive and clinical actions that cost less in lives and treasure. These influences
may not be symmetric between NATO and its potential opponents. The latter
may seek to exploit a longer-term strategy, be ingrained with different moral
values, and be intent to erode the cohesion and public will of NATO through
protracted, bloody operations. This will be a major challenge, underlining a
continuing need for land forces with high endurance, robustness and utility across
the spectrum of conflict. This is a key driver for protection capabilities and also for
non-lethal weapons technologies, both to reduce the cost in lives and to offer
.more options in both the scale and intensity of military action. Likely to be of
increasing importance are technologies that enhance the military capabilities of
knowledge and tempo. These qualities will enable NATO to be proactive rather
than reactive.

2.3.3 Warfighting Ethos

The most effective means of protection--in every sense of the word from
protecting member nations’ vital interests to minimising the totality of casualties
across the spectrum of conflict--will, ultimately, continue to be the application of
overwhelming force if, where, when and how NATO chooses. The massing of
simultaneous effects against an opponent's centre of gravity must endure as the
bedrock of Alliance security. Fundamental, therefore, is the retention of a core
ethos based on combat operations--a requirement to focus on warfighting while
being able to adapt for other operations.

4 Tempo is the rate of activity relative to the enemy. Superior tempo is fundamental to dominate the battlespace. A balance must therefore
be struck among the size of a force, its characteristics and capabilities, its combat potential and endurance, and its ability to manoeuvre at a

superior rate to an opponent.




2.34 Balancé of Investment

A perpetual challenge is to ensure best possible value for money out of the
processes of procuring combat power. By 2020, defence industries will have
continued the process of restructuring on international lines to reflect the general
decline in defence spending following the end of the Cold War. This will bring
new dimensions to international technology defence research. 1t is likely to
demand greater commitment to international mechanisms such as burden
sharing, standardisation and guarantees of role specialisation. To gain real
operational advantage at maximum value for money, military scientific research
will need to be prudent in its investment. Supported by improved techniques in
operational analysis, it must identify and then focus more on those technologies
that the civilian market is unlikely to provide. Overall, the balance of investment
in technologies will need to be in those that contribute to the broadest range of
the components of capability, and in those that provide manifest qualitative step-
changes in effect. Policy must deal with the fundamental dilemma of whether to
accept near-term risk in favour of longer-term technological dividends. Herein lie
the opportunity costs, the greatest pay-off for technological research, and the
enduring importance of investment in defence research. With the overall trend
within NATO towards smaller, professional armies rather than large conscript
forces, maintenance of a technological cutting edge will be crucial.

2.4 TRENDS
2.4.1 The Information Age

A significant change in the conduct of operations is likely to come not from
weapons alone, but from the all-pervasive application of information technology.
Some suggest that this may herald a step-change in military capability due to the
synergistic combination of long-range precision weapons and networks of
sensors and data processors (such as digitized real-time sensor to shooter links,
combat identification, decision-support and UAV technologies to complement
space systems and manned ISTAR). This will demand a new form of fighting, a
true system-of-systems approach to combat. It will involve, for example, the co-
ordination of multi-national space, sea, air and land-based precision weapon
systems, with ranges varying in hundreds of metres to thousands of kilometres, in
a highly populated, multi-faceted and multi-agency environment. The effect will
be to expand further the continuum of the battlespace, obfuscating the distinction
between the strategic, operational and tactical levels of operation. The ability to
see will also become conceptually and physically separate from the ability to
shoot on a wide range of weapon systems, including direct-fire platforms. This
will blur the distinction between direct and indirect fire and, possibly, render
heavy and cumbersome combined sensor-shooter platforms less effective in the
digitized battlespace. These factors will present NATO forces with major
challenges to their doctrine, structures and training, and increase the imperative
for standardisation, interoperability and cohesive command and control
arrangements amongst the member nations.




2 4.2 Situational Awareness - Way of Command

A key variable, and opportunity, will be situational awareness--not just that which
gives NATO commanders a better perception of the physical reality of the
battiespace, but the greater challenge of providing an understanding of the
situation as an opponent sees it. Greater situational awareness will change ways
of command. It may, for example, affect the balance between the freedom of
action inherent in mission command, and co-ordination and simultaneity®
provided by centralised command. It will affect the structures and inter-
relationships between and within headquarters. How it is managed, will either
serve to lubricate future missions or impose friction in the exercise of command.

2 4.3 Situational Awareness - The Data Deluge

There is a danger that the volume of raw data generated by future digital systems
will swamp commanders with information. The challenge will be to filter data and
manage it using enabling technologies, so that it provides commanders with
pertinent, easier to use information, rather than raw, unmanageable data.
Furthermore the information will need to be differently treated for different levels
of command. Military personnel, at all levels, are likely to need new skills and be
recruited and trained accordingly. Staff structures will also have to be adapted.

2.4.4 Situational Awareness - The Media

Situational awareness will be public and global; an unprecedented, omnipresent
and comparably equipped global media network will provide it. This will have a
significant influence upon military security and chailenge the ability to achieve
surprise at strategic, operational and tactical levels of operation. It will be
exploitable for moral dominance, susceptible to psychological operations, and a
considerable impact upon a commander’s freedom of action.

2.4.5 Information Dominance or Superiority’

The rapid growth of information-age technologies suggests that the need to
dominate the acquisition and ownership of timely information will be a key and an
all-pervading driver of future operational activity. This will apply not just in
conflict, but also in conflict prevention and post-conflict operations. Information
operations will increase in importance and be a substantial prerequisite for
activities at the tactical, operational and strategic levels, in which the ability to
acquire information, to protect one’s own information capabilities and to counter
an adversary’s information operations, will be paramount.

5 Simultaneity is the synchronised application of force throughout the battlespace. &t may transform the tamiliar form and structure of
military campaigns as a chain of seq ntially phased operati The result will be a total force that simultaneously masses effects or
concentrates forces for short duration and leads to dominating the battlespace.

S There is a debate amongst NATO nations on the use of the terms Information Dominance and Information Superiortiy.
Here Dominance is used as the more powerful term; itimplies that superiority can be achieved where and when NATO
chooses. ’
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2.4.6 Utility

Demands for NATO forces to have maximum utility at minimum cost--to have
high utility across the spectrum of conflict--will intensify in the absence of the
single determinant and manifest threat of the Cold War, and in the presence of
increasing conflicting pressure upon public finances. More flexible structures that
are capable of task-organising more readily, increased degrees of peacetime
modularity, and multi-rolling of core capabilities at more appropriate levels of
readiness, may enhance the utility of military systems. There will be a need to
evaluate the advantages and disadvantages of such peacetime measures
against the need to foster esprit de corps within formations and units. This must
recognise that there is a limit to what can be achieved without destroying unit
cohesion. The drive for utility underpins the requirement for more versatile
systems, and for technologies such as advanced networked simulation
techniques for cheaper but more flexible combined training. Exacerbating the
challenge of these competing requirements is the blurring of the distinction
between Article 5 and Non-Article 5 operations. The traditional view of Article 5
operations is of intense, large-scale warfighting of mobilized troops within the
NATO region. For Non-Article 5 operations, the traditional view was of
peacekeeping roles, most likely in support of the UN. A future view for Article 5
operations tends towards a combined joint task force, operating on the outskirts
of NATO’s area of responsibility, with very high combat capability but at scales of
effort considerably short of national mobilisation. A future view of Non-Article 5
operations includes peace enforcement and involves scales of effort and
capabilities significantly greater as those required for participation in peace-
keeping missions. Hence the blurring, from a military perspective, of the
distinction between Article 5 and Non-Article 5 operations, underlines the
consequent need for forces that have utility in both, and emphasis on greater
strategic manoeuvre of projectable forces.

2.4.7 New Vulnerabilities

Continuing investment in technologies should ensure that NATO maintains what
many believe to be its currently almost unassailable advantage in conventional
(View 1) warfighting. However, history shows examples of how low technology
opponents have dealt successfully with more advanced technologies wielded by
well-trained troops from highly developed nations. High technology encourages
the paradigm: “what works today, will not work tomorrow precisely because it
works today”. The challenge for NATO is to anticipate the effectiveness of new
high technology countermeasures. Experience of history also suggests the need
to maintain a reversionary or back-up mode when critical systems do fail. This is
likely to become more difficult to achieve as new computerized techniques mask
basic operating procedures. There must also be careful and constant appraisal of
how NATO's potential adversaries might employ asymmetric responses. A
particular concem will be the need to counter the threat from proliferation and
ease of delivery of low technology weapons of mass destruction. Continued
investment in protection against guerrilla and terrorist threats is inevitable.
Further vulnerabilities lie in the disparity of the technical capabilities of the
Alliance partners. If more of the member nations can successfully tap new
technological developments the result will be more effective coalition operations.




Where this is not achieved, there may be’significant asymmetries in capability
and the consequent political will to act. This may, in tumn, introduce new
vulnerabilities and militate against tempo and simultaneity of action within
Alliance formations. Such asymmetries may be inevitable, and may already be
appearing, for example in space. NATO must prepare new concepts and
doctrine to mitigate these effects, for example by the use of intra-formation
boundaries for co-ordination and control--the latter based less upon traditional
geographical lines on the map, but more in space and the electromagnetic
spectrum.

2.4.8 Analysis and Doctrine

Intelligence and information assessment must focus as much on “ends and ways”
as it does on “means™. This will be a far more difficult task now and for the
foreseeable future than it was during the well-defined threat in the Cold War. The
analysis techniques used must recognise the human interactions, multi-agency,
deterrence and national-cultural dimensions to conflict, and be capable of
representing not only the attrition effects of weapon upon weapon, but also the
effects of weapon upon will and the effects of will upon will. Fundamental, too, is
the importance of a dynamic, coherent NATO doctrine to give direction to
research by identifying the military priorities and taking account of emerging
technologies.

2.4.9 Urbanisation

Urbanisation is likely to pose a significant challenge to NATO land forces. By
2020 some 70% of the world’s population will live within urban areas. The
greater transparency of non-urban operations--enabled by real-time ISTAR
technologies--and the likelihood of continued conventional force dominance by
NATO forces, will place any counter-balance of advantage to NATO’s
adversaries away from 20" Century-style open-terrain engagements and into the
urban -sprawls. It will be in the cities, more than anywhere else, where would-be
adversaries will have ready access to global information-age sophistication, and
where they are better placed to threaten vital information infrastructures. Legacy
systems that are ill-designed for urban combat, and the need to operate with less
manpower, may exacerbate this challenge. Operating in urban terrain requires
high agility: the essence will be to manoeuvre and support with very high degrees
of protection and tempo. The use of autonomous weapons to distance soldiers
from threats such as mines and booby traps, may be effective and reduce NATO
casualties. However, their use may be limited by civil pressures and international
legislation--such as that imposed on the use of land-mines. Urban operations will
place particular challenges on technology to achieve safe areas of operation and
co-ordinated effect with versatile munitions, ranging from high explosive blast
effects to electromagnetic means. The urban environment will be a key driver for
non-lethal weapons and barrier technologies to reduce the risk of fratricide.

7 Ends, Ways and Means. The balance between ends, ways and means will become increasingly complex for
commanders and their staffs; consideration of an enduring post-conflict settlement will become a fundamental part of
campaign planning. Commanders will have to consider political, moral, legal, socio-economic, environmental, cultural and
international elements in developing joint and combined campaign plans in addition to more traditional military factors.

1
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Furthermore, the urban environment will be the most challenging environment for
ISTAR and for dominance of the electromagnetic spectrum.

2.4.10 Sustainment

Technological developments will increase the tempo, range and speed of
operations placing greater demands on sustainability and reliability. This
changed environment, with greater autonomy of operational structures, is likely to
break down the distinctions between combat, combat support and combat service
support arms. Enhanced logistic and medical reach, plus self-sufficiency to
provide strategic and operational mobility will also be required. This puts a
premium on efficient, interoperable, reliable and timely logistics to achieve the
required balance among size of force, its combat potential, endurance and
sustainability. This poses a significant challenge on existing, largely nationally
organised logistic arrangements. It also calls for complementary logistic
technologies such as improved reliability, prognostic or diagnostic software and
asset tracking. Overall, it implies a need for a transformation in logistic affairs.

2.5 CONCLUSIONS

NATO military superiority is likely to continue to deter potential opponents from
head-on symmetric conflict in 2020, provided a core ethos based on warfighting
operations is retained.

. A key driver is strategic and operational tempo in the less dense
battlespace. This largely determines the requirement for smaller,
leaner, more versatile forces, in which advances in logistics, C2,

ISTAR and long-range precision engagement will be highly
significant.

o Asymmetric threats, in terms of ways and means are more likely.
This underpins a requirement for improved force-protection against
a spectrum of attacks, including weapons of mass destruction and
terrorism.

. Overwhelming force will remain the principal means of protection,
both as a means of deterrence and in conflict.

o Technological development will blur the distinction between direct
and indirect fires and break down the distinctions between combat,
combat support and combat service support.

. A broad range of increasingly agile and versatile forces must be
maintained for utility throughout the spectrum of conflict. This is a
key driver for multi-role and multi-purpose systems. Over reliance
upon single systems will impose vulnerabilities.

J Doctrine and concepts must be dynamic and iterative recognising
that many weapons will be used in a way and for a purpose not
originally envisaged. They also have to mitigate effects resulting
from disparities in the technical capabilities of NATO members.

o The most demanding, yet probable environment for conflict will be
urban. :




o Incremental improvements to platforms will-have less overall effect
in the intervening period than those technologies that add a
systemic, qualitative step-change to a broadest possible range of
components of capability. There is a strong imperative to deliver
these technologies into service more efficiently.

. The exploitation of space, information dominance, digitization and
the electromagnetic spectrum will be the new high ground enabling
major advances in precision, speed of manoeuvre and massing of
effect at far greater ranges. Together, these capabilities are likely
to herald significantly different new ways of conducting operations
throughout the spectrum of conflict. Layered and robust ISTAR,
robust to counter measures, available 24 hours, all weathers, and
linked to highly responsive long-range precision attack systems will
be vital. So, too, will be information operations in the public domain
and with the media.

. Human and organisational behaviour will continue to be a major, if
not dominant, factor. New technologies, particularly information
technologies, will challenge the art of soldiering, but, properly
harnessed, will serve to assist it.

. Standardisation and interoperability, in ways as well as means, will
be of greater importance in achieving tempo and simultaneity in
joint and combined operations. This will maximise the exploitation
of the benefits, for example, of digitization, and mitigate friction
imposed by an increase in the likely number of nations participating
in operations.

. Logistic drag is the antithesis of manoeuvre warfare. There is an
imperative to identify and exploit the technologies that will reduce it.

o The balance between strategic and tactical mobility will be
significantly affected by the availability of host nation support in
campaign operations.

o The need for change in force structure is inescapable and flows
from the changing security environment, the increased likelihood of
multi-national and multi-agency operations, the impact of emerging
technology, the evolving nature of conflict and the continuing
pressure on. resources. Organisations at lower levels may need to
be able to perform joint and combined functions previously
conducted at higher levels.

o There will remain differences in the pace and degree of
modernisation between the member states, emphasising the need
for standardisation between legacy and new systems.

2.6 RECOMMENDATIONS

It is recommended that:

o Investment is focused upon more versatile forces, with particular
emphasis in information dominance, logistics, C2, and ISTAR linked
with longer-range precision weapons. :
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Investment is increased in force-protection especially against
weapons of mass destruction.

NATO maintains a broad range of agile and versatile forces.

Space based capabilities be considered as an area of growing
importance.

Technology must be integrated with doctrine, concepts, structures
and training, to maximise its impact.

Greater emphasis is placed on the capabilities required for
operations in urban areas.

Priority is given to investment in technologies that provide a step-
change to a broad range of capabilities, rather than incremental
improvements to single platforms.

More effective initiatives are pursued to improve standardisation
and interoperability amongst member nations as essential pre-
requisites for the introduction of new members, systems, and
procedures.




3. CHAP'I"ER 3 - IMPACT OF TECHNOLOGY ON LAND OPERATIONS IN
2020

3.1 AIMAND SCOPE

The aim of this chapter is to identify technology trends and to assess the impact
of technology for Land Forces in the future battiespace; its scope is restricted to
those technologies that can reasonably be expected to be developed and fielded
by 2020.

3.2 TECHNOLOGY TRENDS

it would be easy if the military challenges posed in Chapter 2 could be
unambiguously converted into new military systems and the contributing
technologies required to deliver them written down from a long check list. In the
real world technologies do not develop by themselves. Instead a complex
mixture of military, political, economic, social, environmental and technical drivers
decides when technologies are available.

In asserting which technologies are likely to be of crucial importance we must
also take due note of some spectacular errors that have been made in the past,

e.g.

“There is no likelihood that man can ever tap the power of the
atom”, Robert Millikan, Nobel Laureate, 1923

“Heavier than air flying machines are impossible’, Lord
Kelvin, President of the Royal Society, 1885

Within twenty years or so both of these predictions were dramatically disproved.
Coincidentally, this is also the timescale of the LO2020.

Military systems usually take so long to procure that fielded technology in 2020
must already exist in 1998, albeit in the form of basic and applied research. Thus
the prediction task for LO2020 is to take today’s “blue skies” research and
deduce, in general terms, the potential defence applications that it will satisfy. In
addition to such newly emerging technologies, for example: biotechnology, it is
also evident that the military systems of 2020 will be significantly affected by the
“boom” technologies of the late 20th century:

. digital electronics, microprocessors and computing in general;

. automation and robotics;

. high bandwidth (digital) RF systems including communications and
radar applications

. novel materials;

. nuclear power.

While the use of nuclear power in the battiespace remains a difficult policy issue
for the members of NATO, nuclear devices and other weapons of mass
destruction will be a significant threat, including terrorist situations. Nuclear
systems illustrate another important point, which is that technologies in
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themselves will not provide answers to the miilitary challenges posed in Chapter
2. They can only do so as part of larger military systems which in some cases
will be legacies from the present day. For example, the full deterrent potential of
nuclear weapons was only achieved when nuclear technology was combined with
missile technology, which in tum depended on propulsion and
navigation/guidance sub-systems. Next, missiles required launch platforms, such
as submarines, and the whole had to be linked with surveillance and targeting
systems via an efficient command and control mechanism. Therefore, it is the
complete system which delivers the effectiveness, not any particular technology
in isolation.

Another example of the contribution of individual technologies to overall system
effectiveness can be derived from the role that electronic devices play in
Command and Control systems. On their own, VLS| (Very Large Scale
Integrated) chips, Analogue/Digital converters and high speed microwave devices
may not appear important, yet they are at the heart of information processing and
communication systems without which modern Command and Control would not
be possible.

3.3 METHODS USED TO IDENTIFY KEY TECHNOLOGIES

A number of separate, independent approaches were used to identify the Key
Technologies for 2020 capitalising on individual nations expertise in particular
methodologies. These approaches involved different sets of experts and occurred
at different times.

3.3.1 Critical Technology List

In the first approach, the knowledge and experience of the LO2020 Technology
Group members was captured in an exercise which generated a “top down”
Critical Technology list containing eleven broad technical areas (Table 3-1).

Once the list had been agreed, individual nations undertook to provide detailed
information in two or three separate areas, where necessary, subdividing the
technologies into their main constituents. The resulting papers on underpinning
technology are contained in Annex IV.

3.3.2 CRITECH Exercise

In complete contrast to the brainstorming exercises, the “CRITECH" exercise,
started by examining in great detail, albeit judgementally, the feasibility,
effectiveness and cost of a large number (142) of very specific technologies
covering the entire spectrum of military relevance as well as a significant number
that were predominately civilian. A computer-aided group decision system was
used for this task, on which 24 national experts worked. The outcome was a
completely auditable shortlist of 63 technologies deemed to be the most relevant
from the joint perspectives of feasibility and effectiveness. Cost did not feature
explicitly in this choice, except that it was used to resolve average situations.
Further analysis led to a shorter list of 34 technologies, of which 67% were dual,




and only 33% specifically military. A full report of the exercise is contained at
Annex V.

Table 3-1 identifies the high level Critical Technologies and the low level
underpinning technologies identified in CRITECH and in the MNE brainstorm.

Table 3-1

1. Electrical Technologies
Electrical Batteries
Electrical Power Cells
Conversion of Solar Energy to Electricity
High Energy Physics Techniques (including plasmas)
Transmissions/Powertrains

2. Sensor, Directed Energy and Communications Related Technologies
Lasers (all types)
Power Sources (RF, micro and mm wave)
DEW Lasers
RF Sensors/Antennas - Active Radar
Very High Power Electronic Components
Electromagnetic Compatibility Simulation and Protection
Integrated Systems Design (incl. EMC)

3. Computing Technologies
Software Engineering
Protocols (incl. LANs & WANS)
Architectures
High Integrity Computing (incl. Safety Critical Software)
Secure Computing Techniques (Incl. MLS)
CIS Design
Software Programs for Complete Material, Modelling and their

Implementation Processes
Database Design

Digital Signal Processing Techniques

Optical Signal Processing Techniques
Image/Pattern Processing Techniques
IKBS/Al/Expert Techniques

Data Fusion Techniques

Simulators, Trainers & Synthetic Environments
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. Communications Specific Technologies

Communications Design - RF
Encryption

High-Sensitivity Reception Technologies
Wide Bandwidth Networks

. Electronic/Information Warfare Technologies

RF Sensors/Antennas - Active Radar
Very High Power Electronic Components IW Defence Techniques

. Electronic Devices

IR Sensors (EO Systems)

Explosive Detection Systems

Explosives Detection Techniques (incl. bulk & trace)

Chemical & Biological Detection (CB Agents & Toxic Chemicals)
Rapid Microbiological Detection Methods

. Biotechnology

Medical Materials Including Blood Products & Biomimetics
CB Countermeasures - Medical
Vaccines from Genetic Engineering

. Structural Materials Technologies

Non-Destructive Evaluation & Life Prediction

IR Absorbing Materials

Radar Absorbing Materials

Smart/Functional Materials (Sensors/Actuators/Biomimetics)
Platform Protection Measures - Armour.

Aerodynamic Designs

Structural Designs

Stealth Designs

Manufacturing Processes/Design Tools/Techniques
Reduction of Automotive Vehicle Mass

Materials for High-Temperature Processes
Optimised-Performance Concrete

Tools for Understanding the Structural Integrity of Buildings
Materials and Concepts for Reduction of Mass

Novel Energetic Materials
Physical Protection Measures (Eye, Body Armour.)
CB Protection - Physical (IPE, COLPRO)




9. Human Factors and Man-Machine Interface
Knowledge Management :
Cognitive Performance
Decision Making
Human Behaviour
Human Performance
Social and Cultural Issues
Psychological Issues
Human Computer Interfaces/Man Machine Interfaces

10. Precision Attack Technologies
Low-Cost Inertial Components, Low-Cost GPS with Protection Against
Jamming
Warheads (all types) including Insensitive Munitions
Navigation Systems
Weapon Guidance & Control (for Sea, Land, Air)
Dynamic Management Control of Traffic Flow
Brilliant Munitions

11. Automation and Robotics
Automation & Robotics

Inteliigence Automated Systems
Unmanned Aerial Vehicles Control

12. Examples of systems which use 2/3 technologies from the Critical
Technology List

Health Monitoring Systems (incl. HUMS)

IFF/NCTR/NIS

UAVs, Unattended Weapons

Table 3-1 - Land Operations 2020 Shortlist Technologies

3.3.3 Technology Seminar Wargame

The Technology Seminar Wargame (TSW) was the second major exercise of the
LO2020 study. The goal was to assess the effectiveness of a number of concept
weapons and platforms which embodied the Critical Technologies by means of a
structured debate between military and technical experts. In the Wargame, two
“Blue” teams and one “Red” team examined a set of twelve concept systems in
three scenarios, including one specifically related to “View 2” operations.

In choosing the twelve TSW concepts, the most important aim was to address as
many of the detailed Force Capability Characteristics provided by the Military
Steering Group (Annex lll) as possible, while at the same time reflecting the full
range of possibilities suggested by the participating nations. However there are
limits to the sorts of concepts that can be included: technology seminar
wargames are primarily designed to explore weapons and platforms and they are
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not effective when it comes to modelling C3! systems. Hence “Digitisation”,
though undoubtedly very |mportant was not one of the chosen concepts. The
chosen concepts are listed in Table 3-2, (full details of them are included in
Annex VI).

The impact of individual technologies on the future battlefield is difficult to assess
because so much depends on exactly how the technologies are used in systems
and what the circumstances of future operations are. An enabling technology
used to improve the overall effectiveness of a number of systems by a small
amount may actually be more valuable in the long term than a single “war-
winning” technology that could only be used in a restricted set of circumstances.

3.3.4 MNE Brainstorm

During the Multi-National Exercise, the Critical Technology list was independently
validated, with the addition of a small number of underpinning technologies.

TSWH1 ~ High Mobility Vehicle

TSW2 Concrete Foam

TSW3 Non-lethal barrier

TSW4 Electric Direct Fire Heavy Weapons
Platform

TSW5 Modular UAV

TSW6 RF Directed Energy Weapon

TSW7 EO Sensor Dazzler

TSW8 Unattended Robot Ground Weapon

TSW9 Advanced Artillery System

TSW10 Micro-electrical-mechanical systems
sensor field

TSW11 Indoors/Outdoors UAV

TSW12 Robot Sentry

Table 3-2 - Concept systems explored in the TSW
3.4 RESULTS OF THE CRITICAL TECHNOLOGIES

A number of preliminary conclusions were drawn relating the impact of
technology on future military operations. Based on the insights gained in the
TSW, the characteristics of all the other concept candidates, the material
contained in Annex IV, and discussions during the MNE,.  Naturally, this is
largely a judgmental process; however the point of the LO2020 study and its
various constituent exercises is that these judgements. are based on the best
collective information available in the participating nations. In presenting these
assessments it was decided to use the framework provided by the Components
of Capability (Annex IllI), recognising, that many of the Components are
simultaneously addressed in a single piece of equipment.

The following sections separately address each of the eight main components of

capabfhty at the sub-component level, where it is appropriate to do so, and
conclude by summarising key issues.




3.4.1 Impact of Technology on Manoeuvre (Conduct Manoeuvre, Conduct
Direct Fire, Provide Mobility, Provide Countermobility, Control Area of
Influence)

Conduct Manoeuvre

During the next 20 years, there will be evolutionary changes in all aspects of land
and air platforms leading to improved speed, range, and fuel consumption as well
as in reduced signatures. The change will be led by improvements in materials
and the way materials are used in subsystems - for example the aeroelastic
tailoring of rotorcraft blades and the adoption of active suspension systems for
land vehicles. Lightweight vehicles, sensors and weapons Wwill enhance air
transportability, and crew reduction. Increased automation will further reduce
size and weight.

Ultimately, the terrain will limit the speed of land vehicles. To achieve the
greatest speeds, it will be necessary to use air manoeuvre platforms such as
helicopters and tilt rotor vehicles.

A potential revolutionary change can be expected from the introduction of Electric
and Hybrid Electric drive technologies. Materials advances, in the form of new
insulators, magnetic materials and semiconductor switches, coupled with
microprocessor based control systems are the key enabling technologies. The
main advantage of electric drives is complex mechanical transmission systems in
all current vehicles could be replaced by wires conducting electricity to hub
mounted electric motors, thereby removing the need for bulky transmission
systems. The result will be significantly smaller vehicles that are more
manoeuvrable as a result of individual wheel control, with greater reliability
resulting from the availability of more than one motor whilst preserving the speed
of conventionally driven platforms. Fuel savings of as much as 50% are another
advantage of hybrid systems which arises simply because the diesel or gas
turbine generator can run at peak efficiency. This, combined with increased
efficiencies elsewhere in the system, it is expected there will be an order of
magnitude increase in power generation capability which will become the major
basis for a revolution is this area. When running on battery power, such vehicles
will also be stealthy, emitting no engine noise or hot exhaust gases. These
advantages will apply equally to View 1 and View 2 operations. In expeditionary
operations a further advantage of extremely long-ranges (1000s of km) could be
realised by the use of novel Fuel Cell technology based on “Metallic Hydrogen”
as a primary fuel source. The fuel efficiencies of hybrid or direct electrical
propulsion will make a major contribution to reducing the logistic burden. In the
TSW, a modular vehicle concept which embodied hybrid electric drives was
considered to be the most useful of all concepts studied in all three scenarios.

Conduct Direct Fire

Ongoing research into conventional (tank) gun technology could be expected to
produce 10-30% improvements in effectiveness by 2020, primarily by moving to
140mm calibre. However, 140mm ammunition will require autoloaders and the
corresponding weight and size penalties for a complete vehicle may be
unattractive.
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Recently molecular dynamics modelling techniques have shown that novel
explosives that have five times the energy density of TNT may be realisable.
This development could re-invigorate conventional gunnery.

On the other hand, the electromagnetic gun will, if perfected, have a revolutionary
impact on direct fire engagements. It will be capable of launching hypervelocity
projectiles at speeds well in excess of 2 km/s that will in turn be capable of
defeating the frontal armour of virtually any target. After a number of years’
research already in several NATO countries, it is clear that the challenges posed
by this system are severe and the costs high. It may, therefore, be too optimistic
to expect that electromagnetic guns will be available in 2020. A concept “Electric
Heavy Direct Fire System” was studied which had an electromagnetic gun as well
as using sophisticated electric armour and hybrid electric drive. This was
deliberately intended to reflect an extreme view of what the next generation of
tanks could be like. This system scored highly in terms of military attractiveness,
especially as a psychological weapon in View 2, but against a high technology
opponent many players questioned its utility, not least because it would seldom
be able to see and engage its primary threat which by 2020 will be long-range
precision attack systems driven by sophisticated ISTAR, and very short-range
weapons in certain situations.

High power lasers could provide another radical alternative to conventional direct
fire capability for the future. Some (non-NATO) nations have fielded such
systems already. For NATO nations, the main use of laser weapons will be to
defeat EO sensors on manned and unmanned platforms because the UN
Protocol! on laser-blinding weapons limits their use against personnel.

Radio Frequency Directed Energy Weapons (RF DEW) could provide another
revolutionary direct fire asset in 2020. Modulated RF signals have the ability to
disrupt electronically controlled systems ranging from command and control
computer systems to the engine management systems of modern vehicles. RF
directed energy would be a valuable non-lethal weapon because it can readily
provide soft kill of enemy electronic systems without harming personnel. The
main difficulty is the power supply and storage: to have a range of 1-5 kmin a
stand-alone system for point air defence will require a large power generator,
even by 2020. However the power/range problem could be overcome for a
different class of targets by using explosively generated RF signals from devices
fitted as warheads, which, even without course correction technologies, could be
expected to get within 100-200m before exploding. Both of these RF concepts
were included in the TSW and were found to be particularly valuable in the View
2 scenario.

Provide Mobility

The detection and clearance of landmines will continue to be one of the most
important challenges facing NATO nations, including peace support activities. By
2020 we can confidently expect that a number of detection techniques will have
matured, for example ultra-wide band radar, Micro Electrical Mechanical Systems
(MEMS), laser induced fiuorescence, bio-luminescence and multispectral sensors

and that mines and certainly minefields will be detectable from low flying UAVs.




Some techniques for destroying mines are already relatively mature, however
highpower microwaves could provide an attractive alternative by 2020.

Well before 2020 it will be possible to operate battlefield engineer equipments
remotely using teleoperation (and possibly virtual reality) so that individual
operators are not exposed to hazardous environments.

A particular idea, which captured many imaginations during the LO2020 study,
was the concept of “Concrete Foam” as a flexible mobility aid. This could be
dispensed from a variety of sources and would rapidly harden, providing
temporary repairs to roads, runways and buildings as well as bridging anti-tank
trenches.

Provide Countermobility

A number of candidate technologies are being studied throughout NATO to
provide acceptable alternatives to anti-personnel landmines which have been
banned by the Ottawa Convention. it seems likely that combined sensor and
(smart) mines will be required to provide area denial with appropriate political
accountability. Non-lethal barriers were also considered. For example, an anti-
traction agent in which a polymer powder was “activated” by wetting, producing a
surface as slippery as ice.

Control Area of Influence

Of main importance will be the capability to guard relevant but otherwise empty
areas and to react to enemy moves in them. Sensor technologies, MEMS,
autonomous systems (robotics) and biotechnology development will enhance
capabilities in this field. For a speedy reaction to enemy moves in unguarded
areas, long-range systems and the capability to quickly erect barriers are
required. The technologies involved in these areas are discussed under Fire
Support, Protection, and Command and Control.

Key Issues Manoeuvre

o Hybrid electrical power generation and drive technology will
enhance capability while reducing weight and size

o Enhanced direct-fire capabilities will include radio frequency DEW,
electrical energy weapons and improved warhead functionality

o Present efforts in demining and de-pollution will deliver detection
(based on sensor fusion including biotechnology and MEMS) and
clearance capability (based on robotics amongst others) to provide
the necessary means pertaining to the area of mobility. As to
counter-mobility further developments on (non-lethal) alternatives
for AP-mines are necessary.
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3.4.2 Impact 6f Technology on Fire Support (Process ground targets,
Engage ground targets)

Process Ground Targets

By 2020 the Digitisation of the Battlespace will provide an IT infrastructure in
which targets identified by a variety of sensing systems can be tracked and
displayed to all major fire support assets in theatre. Potential systems include
effective Battle Damage Assessment (BDA) and Computer-based decision aids.
The decision aids will be based on naturalistic reasoning techniques, moderated
by the rules of engagement and will present prioritised target list suggestions to
commanders.

Engage Ground Targets

The technology of 2020 will enable ground commanders to simultaneously strike
and defeat a range of high value, highly protected enemy assets, such as
command and control, air defence, mobile missile launchers and main battle
tanks at ranges of hundreds of km, with minimum collateral damage. Indeed
longer ranges will also be possible, at greatly increased cost, using laser guided
bombs dropped from fixed wing aircraft and cruise missiles, both of which are
already available and both of which are capable of delivering accuracies down to
10m. The novel explosives, capable of providing more than five times the
present mass-effectiveness mentioned in “conduct direct fire” may revolutionise
this field. Alternative techniques for engaging targets, such as MEMS weapons

(especially against electronic systems) and non-lethal weapons will also be
available.

Advances will be made both in the delivery system and the warheads. For
ranges up to 50 km or so, conventional artillery will provide the fastest delivery
system. The additional control possible in hybrid Electro-Thermal Chemical
propulsion systems and GPS, course- corrected shells will reduce the effect of
muzzle velocity errors on strike point by an order of magnitude compared to
unguided systems. Missiles will be required for longer ranges or for larger
payloads than a 155mm shell can carry. These will be guided by inertial or GPS
based systems but are likely to trail a fibre optic umbilical, down which seeker
“information will be passed, enabling precise specification of final aim point by a
human operator. This could be an important source of information for Battle
Damage Assessment (BDA).

Warhead designs present a spectrum of increasing complexity. Unguided
bomblets are already in service; they use the scatter gun principle to increase the
chance of a hit and self-evidently their effectiveness is a trade-off between size
and number. Sensor-fused munitions represent a step increase in complexity
and effectiveness. Descending by parachute from artillery shell or missile, they
only fire when an onboard sensor detects a target, typically at ranges of up to
100m. Finally, terminally-guided sub-munitions (TGSMs) rely on mm/IR seeker
technology and aerodynamic guidance to deliver a precise strike. Because of
their complexity and size, TGSMs are more likely to be borne by missile systems
rather than artillery. Defensive Aids Systems (DAS) will be fitted to high-value




land platforms to counter such systems, requiring in turn, counter-
countermeasures to be fitted to missiles.

Intelligent fusing provides a different form of precise attack when the geometry of
particular installations is known. As a warhead penetrates the various hard and
soft protective layers surrounding the target, sensors within the fuse detect the
changes in resistance and only detonate the device when it is in the correct
location.

To achieve ranges in excess of 100km, or to attack from unexpected directions
without resorting to the expense of cruise missiles, it would be possibie by 2020
to have a “Robot Ground Weapon” in which an unattended pod of missiles could
be emplaced in critical locations prior to use when triggered by appropriate
sensors, on say, a long-range UAV.

Key Issues Fire Support

. Sensor to shooter integration will allow to make best use of the
capabilities of fire support systems.

o Munitions integration will enhance range (ETC-weapons), precision
(sensors and guidance), effect (improves warheads and high
energetic materials) and assist in BDA (Multi Domain Smart
Sensors).

3.4.3 Impact of Technology on Protection (Provide air defence, Provide
protection for forces and means, Provide security, Provide NBC
protection)

Provide Air Defence

The Air threat will grow in quantity and quality, including both Guided and Long-
Range Ballistic Missiles. This development puts a premium on early warming,
identification and prioritising engagements of aerial vehicles. Radar, optics,
lasers and acoustical technologies will have to be further developed and
integrated into the battlespace IT infrastructure.

Air defence is one of the most challenging aspects of precision attack and for the
time being it is likely to be dominated by missile borne systems. improve seeker
technology, in particular multi-spectral and phased array mm-wave seekers, will
improve weapon accuracy, reduce missile size and hence increase agility.
Improvements in processing and guidance algorithms will aid in discriminating
against countermeasures. For shorter ranges, the technology of Radar
Information Fields (RIF) will provide an alternative to Command to Line of Sight
(CLOS) guidance that could provide a second line of defence in the form of small,
very fast, very agile missiles designed actually to hit incoming enemy missiles or
aircraft. Finally, at the closest ranges, ECM, in the form of high power RF and
Laser technologies offer the possibility of “instantaneous” soft kill of any
electronically or electro-optically controlied munitions. Such systems are actively
being researched now and could easily be fielded in 2020. Of these two, the RF
DEW is likely to be preferred because of its all weather, non-lethal capability. In
contrast any Laser based system will be affected by the weather. Moreover, its
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use will undoubtedly be severely restrained by Rules of Engagement designed to
avoid blinding.

Provide protection for forces and means

Making equipment harder to detect is a key element of protection. In part, stealth
can be achieved by design, but reduced signature coating or construction
materials will also be essential. By 2020 it is possible that tunable, multi-spectral
coatings will be available which will allow the signature of key assets to be
changed according to their particular environment, achieving a chameleon effect.
Reducing unwanted electromagnetic emissions will also be required. By
combining various design and materials technologies it will be possible to tailor
the signatures of all equipments so that high and low value platforms look alike.

Increased use of interconnected computers, communications and other electronic
systems will offer many new potential vulnerabilities. A robust integrated
defensive capability which will detect, identify, deter and react to hardware and
software threats will be required. There will be rapid developments in COTS
software and hardware in areas such as encryption, authentication, virus
detection, network monitoring and artificial intelligence. These developments
must be continually monitored and rapidly applied to military systems.

Increased mobility can also provide protection but conversely, it can also
increase the threat. This is particularly so for View 1 operations where an enemy
could be expected to have sophisticated ISTAR assets specifically designed to
identify moving targets.

Decoys are a well-established protective system. By 2020 these will have the
capability to obscure thermal and visual wavebands and be an integral part of
defensive aids suites (DAS). Developed from the DAS systems with which most
fast jet aircraft are fitted, DAS in the battlefield will rely on active or passive
sensors to detect enemy missiles, enemy sensors like radar warning receivers
(RWR) or TGSMs and automatically trigger countermeasures.  These
countermeasures may range from IR flares and jammers to RF weapons. DAS
systems are likely to be very expensive, even by 2020, and so will only be fitted
on the most important ground and army aviation assets. Longer-range decoys
could also be fielded, using autonomous or semi-autonomous robotic platforms
capable of mimicking the electro-magnetic signature of, say, a mobile
headquarters vehicle, or an attack helicopter.

For individual soldiers, development of material systems and a better
understanding of penetration mechanics will contribute considerably to personnel
protection (i.e. body armour). Thermal suits will help reduce IR signatures and
provide protection in extreme climates. '

Armour research will also produce significant benefits by 2020. Advances in thick
section composite materials will deliver lightweight and hence fast vehicles with a
reasonable level of ballistic protection but without metal hulls, ideal for both View
1 and View 2 operations. Ceramic materials (e.g. Alumina, Boron Carbide) can
achieve spectacular performance in defeating both chemical energy and kinetic
energy weapons, with the particular advantage that their effectiveness increases
in proportion to the speed of an incoming projectile. New designs to inhibit



cracking will soon provide ceramic and armour with unprecedented impact
resistance. By 2020 cheaper manufacturing techniques will make ceramic and
Titanium based materials more affordable for battlefield use. Titanium is superior
to steel in virtually every material property and could deliver the same ballistic
protection at only 40% of the weight. Vehicles incorporating Ceramic or Titanium
armours will therefore be lighter, faster and better suited to air transportation.
Finally, “Electric Armour” will provide another lightweight system of exceptional
effectiveness against chemical energy attacks. Here, the principal is that very
large amounts of electrical energy are discharged through the incoming projectile,
thereby disrupting it and rendering it ineffectual. Keyed by appropriate sensors,
electric armour will provide a flexible “smart” alternative to explosive reactive
armours.

Avoiding fratricide is a particularly important aspect of protection. So far as this is
concerned, current research indicates that question-and-answer mm-wave
beacons fitted to all allied assets are most likely to the fielded system in 2020.
The introduction of corner-cube arrays will enhance covertness and reduce costs
of IFF systems. Situation awareness, facilitated by digitisation of the battlefield,
will be relied upon to avoid long-range, indirect “friendly” attacks.

in short, future weapon and platform designers will have a wide range of
protective technologies available from which they can construct the most
appropriate system for their particular applications, be it frontal armour for a
heavy tank or all round protection for vehicles designed to fight in urban
environments.

Provide Security

The provision of security is to do with detecting and preventing an enemy from
getting into a position to attack. As such it can be achieved by a number of
means, including pre-emptive attack. A useful contribution that the LO2020
technologies can provide is, however, in the field of remote sensing. This will be
discussed fully in the section on Information and Intelligence, but mention should
be made of the use of unattended, interconnected ground sensors. For example,
using Micro-Electrical Mechanical Systems (MEMS) technology. Individual
sensors (acoustic, thermal, chemical) within this field would have limited
sensitivity but they would be small (cm size) and therefore hard to detect.
However, the field as a whole would be a very powerful system, capable of
detecting enemy intrusion and communicating this covertly, incorporating
advances in wireless networking and internet technology. Such a field could be
hand scattered or dropped from a UAV, and the concept would be equally useful
in “View 1” and “View 2” operations. This concept was played in the TSW and it
was considered to be as valuable as the various artillery and direct fire weapons
systems.

Provide NBC Protection

Advances in nanotechnology, MEMS, biotechnology and information processing
technologies will yield progressively smaller NBC detectors, so that by 2020 it
should be possible to have miniature replacements for the current truck-sized
systems. These miniature systems could be deployed in a variety of systems
with different ranges. Indeed research is currently going on to produce MEMS
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detectors of biological agents. Biological detectors interspersed in a MEMS
security field could provide a dispersed detection system capable of providing
early warning of BW attack.

Key Issues Protection

. A combination of different technologies will be necessary to provide
protection against Guided and Ballistic Missiles.

. Active protection will improve survivability and allow more agile
platforms (new materials, laser-, sensor-, RF- , Electric armor and
other technologies).

. Robust Combat Identification Systems (sensors, MEMS) are

indispensable to avoid fratricide.

. Enhanced body armour will provide the necessary protection to
personnel (new materials).

. NBC defence, especially against (low technology) biological and
chemical threats, will enhance the survivability and hence the
effectiveness of armed forces; biotechnology will provide these
capabilities.

3.4.4 Impact of Technology on Control of the Electromagnetic Spectrum

(Manage own use of the spectrum, Assess degree of control required,
Deny enemy use of the spectrum)

Manage Own Use of Spectrum

Managing own use of the spectrum means ensuring that systems which transmit
and receive in the EM spectrum are deconflicted. There are a wide variety of
systems which need to be managed, ranging from communications systems
supporting battlespace digitisation, through active surveillance systems such as
RADAR and LIDAR, to passive surveillance systems such as ESM and millimetric
imaging. The possible use of high-power microwaves and RF weapons, as well

as conventional EW, will pose special problems, in particular bandwidth
availability.

The EM Spectrum does not respect national boundaries but is formed by a mix of
national and civilian emissions which are constantly changing. Management of
the spectrum will require an analysis system which links databases containing
information on equipment characteristics, deployments, geographic data and
international regulatory data. This system should be connected to ESM systems
which are capable of providing a dynamic representation of the EM spectrum,
and various reporting and deconfliction tools.

The use of common standards and protocols (e.g. STANAGS) will help
management of the EM spectrum. However, the increasing complexity of
emissions, use of war reserve modes, and national sensitivities over releasnng
data on their systems will continue to pose challenges.

Control of the EM spectrum within urban terrain will pose special problems, but
will be assisted by developments in the detailed 3D mapping of urban areas, and
in RF propagation analysis.



Assess Degree of Control Required/Deny Enemy Use of the Spectrum

It will not be possible to deny the enemy use of the spectrum in general. It may,
however, be possible at specific points in time, space and frequency of our
choosing.

Denying the enemy use of the electromagnetic spectrum amounts to jamming.
The essentials of this process are unlikely to change much by 2020, however
technology will offer new platforms on which jammers can be deployed, such as
high flying UAVs. Advances in RF power generation, digital signal processing,
and photonics will continue to result in fielding of smaller, more capable coherent
jammers.

An issue of growing concern, especially in asymmetric conflict, is the enemy’s
use of the civilian communication infrastructure such as the mobile phone
networks. - By 2020 the whole planet will be richly interconnected with
communication systems, such as IRIDIUM. These systems may be problematic
to destroy or to interfere with. Commanders may, therefore, need to plan on not
being able to deny enemy use of the spectrum.

Key Issues Control EM spectrum

J The use of and reliance upon the EM spectrum will dramatically
increase in both quantity and type. In view of this, the first
requirement is to have an EM spectrum Management System
(advanced computer technology).

. To deny enemy use of the EM spectrum specific jamming devices
can be delivered by munitions to the enemy’s C2 means (MEMS
technology).

3.4.5 Impact of Technology on Command and Control (Acquire and
communicate information and maintain status, Assess situation,
Determine actions required, Direct and co-ordinate subordinate forces,
Conduct C2W, Manage public information, Conduct deception in
support of operations)

Acquire and communicate information and maintain status, Assess
situation, Determine actions required, Direct and co-ordinate subordinate
forces

Digitisation of the Battlefield is an initiative currently being researched in many
NATO nations which directly addresses most of the sub-components of
Command and Control (Acquire and communicate information and maintain
status, Assess situation, Determine actions required, Direct and co-ordinate
subordinate forces). Digitisation is an extremely complex issue, and could be the
subject of a long term scientific study in its own right. Simply stated the aim is:
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“« .to exploit the opportunities offered by advances in digital
technology, in the efficient and timely acquisition, processing,
distribution and presentation of information, in order to deliver
operational benefits throughout the battlespace. The operational
benefits will be an increase in operational tempo, lethality and
survivability.”

Digitisation is intended to link those battlefield systems which gather, store,
process, transmit or use information, in particular sensors and weapons, via
appropriate communications and command and control systems. Data fusion,
and computer aided decision systems will present such information to the
commander in a manner that best suites his needs, which may change according
to the phase of battle. Digitisation will also support logistics information and
could, in the future, also be used for training and mission rehearsal.

Digitisation also includes intra-system developments best exemplified by
programs like the Internal High Speed Data Bus. These efforts link all electrical
sub-systems within a vehicle or other platform on a common data stream
improving speed, efficiency and maintenance. Further developments will allow
these systems sub-systems to be linked to C2 systems. The implication being
that not only will the commander and his staff know the location of combat
systems but will be able to retrieve data on the “health” of the system. This will
improve maintenance and logistic support.

A variety of technologies will be required to deliver battlespace C2 systems
including mm wave and optical communications links to satellites, spread
spectrum and low probability of intercept waveforms, encryption and multi-level
security protocols. The impact of this will be the capability to provide secure high
bandwidth information at all parts of the battlefield, linking sensor to shooter in a
seamless manner, and providing tactical data and intelligence to all units that
require it, even to the level of individual soldiers. Standardised protocols will be
essential for efficient multi-national operations and are an important aspect of
managing the electromagnetic spectrum. Gallium Arsenide and Indium
Phosphide semiconductor devices which are ideally suited to mm wave
frequencies are responsible for much of this technology, which is driven by
commercial interests such as mobile telephones, digital broadcasting and the
Internet. The use of MEMS in passive sensors will allow for low cost access to
mm-wave frequencies beyond 95GHz and IR wavelengths beyond12 microns.

In short, Digitisation will give commanders at each level an appropriate and
accurate “picture” of the battlefield with a representation of both enemy and
friendly forces. Up to date digitised geographic mapping and visualisation,
especially in urban terrain, will be of growing importance. This will also support
graphical and written orders, situation awareness, calls for fire and certain
planning and logistics functions. Decision Support Systems will become mature
using Al, virtual environments and imbedded wargames to assist commanders in
their decision process.

At the same time as all this, Digitisation must provide for the seamless exchange
of information with friendly forces acting as coalition partners, guarantee the




o

31

security and integrity of information at all levels and provide reversionary modes
in the event of enemy counter C3l attack.

Although primarily dominated by research into computing and communications
technologies, Digitisation will also require a significant input from the behavioural
sciences to ensure that data is presented in an optimum way for commanders to

" assimilate it without becoming saturated by “data deluge” Similarly, research into
singular and group decision techniques will aid the structuring of information flow
in the digitised battlespace. '

Conduct Command and Control Warfare

- Command and Control Warfare (C2W) integrates all military capabilities in
attacking the enemy C2 systems and processes while protecting friendly C2.
Relevant techniques and technologies range from the physical destruction of
command and control centres through the injection of computer viruses and even
extend to the disruption of civilian IT infrastructure, such as international financial
systems. As noted already in Chapter 2, there is a real concern that potential
adversaries may exploit information warfare as networked information systems
become increasingly important to both military and civilian systems, thereby
creating additional vulnerabilities.

ESM systems will become more capable, with increased sensitivity, bandwidth
and probability of intercept. This requires advanced signal processing and data
mining techniques to determine the vital enemy nodes and systems which may
be targeted for soft or hard kill. Methods used could include ECM, computer
network attack and RF weapons. Decision support tools will propose the
optimum attack method and digitisation will ensure a co-ordinated attack. Future
operations will possibly demand new techniques to determine the nature of the
enemy’s C2 processes, culture, and targeting opportunities (Psychological
Warfare). Defensive C2W will require consideration of friendly C2 vulnerabilities
(which were discussed in Protection) and countermeasures.

Manage Public Information

Managing Public Information is another aspect of Information Wartfare, covered
already in Chapter 2. A key requirement is for the passage of specific, accurate
and timely information to the media which will be facilitated by digitisation and
does not compromise operations.

Conduct Deception Operations

By 2020, it would be technically possible to have fleets of robotic decoys for
deception operations at minimum casualty risk, but only at an unacceptable cost.
Instead the idea of a simple decoy aimed at mimicking the electromagnetic
signature of a headquarters or manoeuvring unit is much more plausible,
especially in urban environments. Advances in speech processing and synthesis
technology are likely to allow the realistic simulation of friendly and enemy
personnel over communications links and broadcast media.




Key Issues Command and Control

° Enhanced data management as well as mtelllgent adaptive data
presentation are required to process the ever increasing quantities
and types of data (advanced computer technologies)

. Military C2-systems will have to be compatible with specific civil
systems to guarantee reliable communications with non-military
authorities in the area of responsibility (interfaces and protocols)

. Interoperability of Decision Making processes will be of growing .
importance in both Joint and Combined Operations (interfaces and
protocols)

3.4.6 Impact of Technology on Information and Intelligence (Formulate and
direct intelligence effort, Collect information, Process information,
Disseminate intelligence and information)

Formulate and Direct Intelligence Effort/Disseminate Intelligence and
Information

These sub-components refer to the management of intelligence operations. They
have been grouped because they will both benefit from the Digitisation initiative.
Collection management systems are an important element in this context. There
is a need to properly manage the available collection assets in order to maximise
their coverage over the battlespace and to reduce unwanted duplication. For
View 2 operations, the use of non-military intelligence sources, such as intelligent
Internet scanning and data mining could be very important.

Coliect Information

Dramatic increases in computing power and in miniaturisation will lead, by 2020,
to an increasing tendency for co-located information gathering and processing so
that high-level target information rather than low-level pixel data is what emerges
from ISTAR assets. Indeed, vast amounts of data are already being generated
from battlefield sensor systems such as: long-range surveillance radars (e.g.
ASTOR, JSTARS), satellite based imaging, infra-red and thermal sensors and
digitised visual images. At radio frequencies, EW techniques deliver information
of comparable importance and complexity from monitoring the enemy’s electronic
emissions. Each of these will see improvements by 2020, for example room
temperature thermal detectors, and ESM systems. The revolutionary change will
be both in quality and quantity of data and in the automatic techniques that
process, analyse and distribute that information throughout the battiefield. -
“Sensor to Shooter” is one of the main aims of Digitisation, described under
“Command and Control”.

One of the more exciting evolutionary changes that will occur will be the ability to
see clearly through mist or atmospheric turbulence. Adaptive optics and passive
mm wave imaging are the key technologies here. In adaptive optics, miniature
sensors and actuators detect deviations in an incoming wavefront and deform the
image-forming surface (typically a concave mirror) to compensate in real time.
The main advantage of mm waves is that they are not significantly attenuated by
water vapour, so that scanning sensors can form near optical quality images in




both day and night using solely the thermal radiation emitted” naturally by all
objects. Passive milli-metric imaging and active techniques such as ultra-
wideband RADAR will also allow imaging through obstacles, which will be
especially important in urban operations.

As sensors evolve and become more compact, for example multi-domain smart
sensors which will combine visual and IR imagery with active, eye-safe laser
radar (LIDAR) in a single package, it will become increasingly easy to deploy
them on small platforms, such as UAVs. In the TSW two such systems were
studied: a large “Modular UAV” that could carry sensitive sensors or weapons in
modular payloads and a small agile “Indoors/Outdoors UAV” intended for
operation in urban environments, even capable of flying into and out of buildings.
The modular UAV was highly regarded by the military players in the TSW for both
View 1 and View 2 scenarios, coming second only to the modular land vehicle,
and significantly more valuable than direct and indirect fire assets and
conventional reconnaissance platforms. Part of this attractiveness was the level
at which the modular UAV was controlled. Unlike strategic surveillance assets
such as long-range surveillance radar and satellite systems, the UAV is designed
to be under the control of the battlefield commander.

The “Indoors/Outdoors UAV” was specifically designed for urban operations and
because of this it was not as highly rated. Nonetheless it possessed several
valuable features, including the ability to “perch” and gather surveillance data
from appropriate vantage points whilst conserving fuel.

Process Information
The amount of data gathered from a multitude of advanced sensors poses a

serious challenge to its translation into useful and timely information. New -

processing techniques such as improved Data Fusion, multi-spectral Non-Co-
operative Target Recognition, paralinguistics, automatic translators and image
processors will provide the analyst with high quality processed information.

Key Issues Information and Intelligence

) Intelligent adaptive data presentation is necessary to keep track of
all relevant data on the battlefield and not to be overwhelmed by the
enormous amount of data available. This will require, inter alia,
collection management systems and improved data fusion
techniques.

3.4.7 Sustainability (Sustain the Soldier, Sustain the Materiel, Supply and
Distribute, Provide Infrastructure Facilities, Provide G5 Support)

Sustain the Soldier

Future operations will require soldiers to undertake longer periods without rest
and to recover more quickly from combat. New drugs and food supplements
offer opportunities to enhance performance and resistance of the soldier.
Improved integrated clothing systems with personal heating and cooling including
miniaturised power supplies will permit operations in extreme environments.
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Biotechnology offers the prospect for new diagnostic procedures and treatments
against chemical and biological agents. In combination with MEMS health
sensors on or possibly implanted within individual soldiers these substances
could be accurately and automatically delivered at the precise moment they are
needed, thereby dramatically reducing the casualties that might otherwise occur.

One of the great hopes for biotechnology is that it will provide a convenient
source of artificial body fluids, in particular blood substitutes that will be readily
available on the battlefield, thereby improving the chances of survival for
individual soldiers injured in action.

Finally, techniques of automation and robotics, of advanced communications and
of sophisticated display techniques will facilitate the concept of Telemedicine,
whereby an appropriate expert may give detailed advice on operational
procedures to field paramedics from a location anywhere in the world. This will
ensure faster, more expert treatment of injured soldiers and will contribute directly
to saving lives.

Sustain the Materiel/Supply and Distribute

The expanded spectrum of possible NATO operations poses new demands on
logistics. New methods need to be developed taking into account these new
expanded responsibilities and the constraints of diminishing defence budgets.
Logistic drag is the very antithesis of manoeuvrist doctrine. This is a very
complex problem and its solution wil